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The Microsoft Cyber Defense Operations Center

• Protect Microsoft’s cloud infrastructure, customer-
facing cloud services, products and devices, and 
internal resources 24 x 7 x 365 

• Unite personnel, technology, and analytics in a 
central hub

• Provide world-class security protection, detection, 
and response

• More than 50 Security Experts and Data Scientists 

• Connected to >3500 Security Professionals across 
Microsoft

• Tight partnerships with Microsoft Research and the 
Security Development Lifecycle (SDL) team



Attacker’s ROI = (G x T) – (CV + CW)

Goal: increase attacker costs







• Difficult to assess the baseline security risk of organisations 
seeking cybersecurity insurance

• Average time before an attacker is discovered is over 200 days, 
are you insuring a broken system?



where we want to help

• Difficult to assess the baseline security risk of organisations 
seeking cybersecurity insurance

• Infrastructure assessment, network & telemetry monitoring, 
analysis against the intelligent security graph

• Average time before an attacker is discovered is over 200 days, 
are you insuring a broken system?

• Dynamic monitoring & detection, threat analytics, real time 
alerting driven by powerful inference engine



why we think we can add value

• Enable you to make better decisions on assessing the risk 
profile of organisations seeking cybersecurity insurance

• By detecting & removing attackers quickly from networks 
before they can do real damage we can help reduce your 
exposure

• By helping you understand the security of reference 
architectures

• By potentially taking a share of the risk??



Is there an appetite for this 
type of partnership?



Questions

robert.hayes@microsoft.com




