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Creating value

Preserving value
Source: The Risk Inteligent Enterprise -
ERM Done Right
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< Enterprise Risk Managementis a capability that involves identifying,
assessing, measuring, monitoring, and responding to risks across the
enterprise in away that is aligned with the enterprise’s objectives and
risk appetite.

« The premise of ERM is that it attempts to present an overall and
integrated view of the risks to which an enterprise is exposed.

« Effective ERM programs may ultimately lead to the Risk Intelligent
Enterprise™
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Traditional Approach Risk Intelligent Approach
2. + Focus enly on the individual risk events - Study interactions between separate
2 without considerations for its long term individual risks
a8 impact or risk interactions * Assess risks using scenario analysis
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« Different risk language and risk = Define a commeon risk language that cuts
management approaches across the across silos
organizational silos « Coordinate roles and responsibilities

* Poor communication across these silos across the organization
Rationalize and standardize controls for
risk management

Management

Siloed Risk

+ Foous on compliance, security, financial | | + Take calculated risks to obtain a
AN | ssues competitive advantage

EE0 1] |+ Miigating risks of fraudulent activ + Take risks for atiracting more and high-
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What is ERM?
ERM can integrate siloed risk management efforts to focus organization
on key risks

Enterprise Risk
Management

ERM leverages and connects existing risk management efforts by providing a common
language for risk, risk appetite and risk management sirategies across the organization

ERM can assist in:

significant risks

« Coardinating and
communicating
responses ta those
that merit greater
attention

Strategy / Business Planning
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Why ERM?

An effective ERM program may help:
« Identify and manage cross-enterprise risks
Create a risk-aware culture

Enable focus on the risks that matter most through integrated
management reporting

Reduce vulnerability to adverse events
Alignrisk appetite and strategy

Link growth, risk, and return

Decrease operational surprises and losses
And more...
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How to build an effective

ERM program
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Risk

Governance.

Risk Infrastructure &

Risk Ownership

llustrative deliverable showing ahigh-level roadmap for the implementation of recommendations

# Recommendations <6 months

612 months >12months

1 ahamanckloarabe proscive

Rationalze andrealign isk management
function

Develop alent management model o
optimize stafing evels

Develop and implementa formal raining
and communcaton program

Develop atechnology srategy to support
the Risk and Complance group

Management

Improve timeiness and ease of obaining
data

Swenginen documentation and
promuigationof poicies and procedures

Instuionaliz risk assessment and

Develop Key Risk Indicators (CRI)tied
toKey Perormance Indicaors (KPIs)

Enhance reporting standards

Legend
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Understanding enterprise risk & value  Defition of isk. policies and procedures,
business strategies, organization objectives
Develop risk framework Risk map, rating agency framework
Develop risk appetite Risk rating criteria (impact, vulnerabiliy,
speed of onset)
Assess & prioritize risk Risk register, heat map
Quantify risk SME working groups led by CFO
Develop action plan Risk limit, delegation authority
Monitor and reporting Risk dashboard
Integrate risks into strategic decisions ;[:‘[eg‘c planning process, internal audit
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Nllustrative

Risk Intelligence Map

E

Deloitte
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ERM Program Accountability / Roles

Board of Directors and CEO

‘The Board of Directors has ultimateaccountability for all risk

but can delegate responsibility to senior management

Nllustrative

ERM Steering Committee

“ERM Oversight”
Clearinghouse for risks,
policy, appetite setting, and governance

§ Risk identification
§ Risk self-assessments

and report to Bo:

Business Areas ERM Champions Internal Audit
“Manage Risks” “Supports ERM Steering “Provides Independent
Comnittee, Management, and the Assurance’

rdr

i — § ERM Program Management
address risk within policy § Gwemancei policy, and ’
§ Ensure compliance with ERM z‘;sﬁ;:‘:amg SHSIEIEE
policies and procedures
§ Provide assertions on risk § e EsSEaHRiis
exposure § Measurement, aggregation,
reporting rules and tools
§ Monitor risk exposure status

§ Monitor, advise, coordinate
and faciltate ERM process
§ Objective review of risk
management process
§ Independent assuranceto
management and Board on
assertions of risk exposure
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« Framework allows for organization
of risks and determines
comprehensive review across:

« Governance

« Strategy and Planning

« Operations/ Infrastructure
« Compliance

* Reporting

« Boil it down to only the most
significant existing and emerging
risks and opportunities

« Consider objective sources, e.g.,
rating agency framework, etc.

Nllustrative

Level 1: Risk Classes

f Level 2: Risk Categories

Deisins.
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Nllustrative

New strategies/ initiatives should be evaluated against the company’s

risk appetite / tolerance— and vice versa.

Risk Appetite &

Inherent

Risk Appetite
Maximum amount of risk
management is willing to

accept to achieve strategic
goals / objectives

ble Risk Taking

The intrinsic risk a
company takes in

Risk Tolerance

+ Key Risk Indicators

operating its business in | 4 | The range /variabilty | — = * Trend Analysis

the absence of actions
management might take to

control risk is willing to accept to

/ objectives

of risk management

achieve strategic goals

+ Business Decisions

Insufficient Risk-Taking
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Nllustrative

q Risk appetite is the criteria used toassess and prioritize the identified potential
risks

q Risk appetite contains the following dimensions:
— Impact: The impact of the risk without considering any controls /strategies/
mitigation factors.

Vulnerability: The remaining impact ofthe risk (residual) which takes into
account any controls/ strategies/ mitigation factors.

— Speed of onset: The speed in which this event can occur.
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Nllustrative

Sample impact rating criteria
]

raing iniernatonalinat Vile-spread mpact | SIgn pinned 05 Of [ Major
Greater than $XX | media atenton on customer interruptions of several key and serior | scrutiny
millon mpact on saisfaction business operations of | employees
carnings before taxes | Signifcant negative 2 or more dvisions or Investigations subject
impact on reputation | Serious threat o future| countres Serious inuryto | 10 substantal fines and
rating and brand, lkely 1o employees andior | penalies inciuding
Greater than $XX | have long-lasting Potential lossesmay | dangerous near miss | criminal charges
millon and less than | impact nabily to sell be considered
$XX millon impact on inecoverable: Sigrificant impact on | desist orders
carnings before taxes. empioyee relaions,
retenion rates, and | Possible reguiatory
morde acion
MEDIUM |3 7aing gl meda ecine It customer | Moderate eruptons | Unplanied 1655 of | Moderate o ouine
(3 Rating) | Greater than $XX tenton sasfaction of business operations | several employees | feceral and state
millon and less than of 1 or mor divisions. ligation subject to
S0 milfon impact on | Some negave impact | Impact on sales o counties Some mpact on | substanal fines or
‘carnings before taxes | on reputaiion and employee relaions, | penalses, subject to
brand, not fkely 1o Potential lossesare | retenton rates, and | requiatory proceedings|
have long-lasting likely recoverablein | morale ‘andior hearings
impact the shortterm (12 - 24
months)
i oo e | Wil O Toied | Moderate Terpuons | Unplaned 1o G | UAKEly riemoe
tenton impact on customer employee
satisfaction within 1 diision or enforcement,civi
Miimal or o negaive| iy No impact on enforcement, andior
‘carnings before taxes | impact on reputaton | Minimal complants employee relaions, | iigation
and brand with andrecovery costs | Potential lossesare | retention rates, an
1 aing, primariy shortterm considered tobe | morale
Less than $XX miion | impact temporary (less than
impact on earings.
before taxes.
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Nllustrative

Sample vulnerability rating criteria

Monitoring  Complexity

5 raing: Risk affects a nigh Limied levelof nternal | 5 raung: Major systemperiormance.
reliabilty and valiity issues

plans exist orahigh#of | risk potential the isk

processes Significant secury exposure|
4 rain Limited accessto
Miigatonmonitoring | Transactions are | resources Process in place but not consistently | Outdated and ineflective:
plans exist but are not | highly subject to followed andlor no moritoing, testing or | technology.

of change | reporting of process
estmaion experienced by resources Significant changes required

asaresultof sk event | Significant levelof change required to |10 systems as a result of sk
business process as a result of risk evert| event

MEDIUM R afiects & TeTal | Process s Tn place BUts I reed of | Moderate 0aia & Sysiem
(3 Rating) | plans need to be medum #0f | staffcapable of managing. | improvement (e.g.,may be overly performance, relabilty, and
updated andior improved | ransactons ora | isk potential ‘complex or manually iven) valdiy issues.
medum # of
processes Moderate accessto Monitoring, testing andior reporting of | Moderate vl of change
resources required
resultof sk event
subjectiviy to o
judgment and | experienced by resources | business process as a result of risk even|
estmaion as aresult of risk event
Zramng Rk afects aTow, o T Wil G Sysem
Misgatonmonitoring | #of ransactons | employees capable of | process to manage the riskis in place | performance, reiabilty and
plans are in place, oralow#of | managing risk potental valdiy issues.
consistently appied and | processes and low| ‘Any necessary monitoring, testing andior
routinely tested subjectivtyto | Readily avaiable reporting of process has been effectively | Mrimum levelof changes
judgment and | resources implemented required o system as a resu
1 rating estmaion of sk event
Miigatonimonitring Minimal levelofchange | Minimal levelof change required to
Jans are an inegral pari experienced by resources | business process as a resultofrisk event|
of standard operations. a5 a result of risk event
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Sample speed of onset rating criteria

Nllustrative

[SPEED OF ONSET— How quickly could this risk event occur, i.e., how much time woul
GLDD have to react?

Criteria Definition

Very rapid onset;little or no warning, instantaneous.

MEDIUM Moderate onset; several days or weeks to occur
(3 Rating)

Very slow onset; several monthsor years to occur.

18 Practical Enterprise Risk Management (ERM)
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Nllustrative

Risk : Impact + Vulnerability + Speed of Onset

l

What can How prepared How quickly could it happen?
happen? are we to react? * How much time would we have to react?

+ Financial « Mitigation Plans
« Reputation * People

« Legal « Process

+ Customer « Technology

+ Coworker

« Partners

Risk appetite/tolerance discussions with executives
and board will help define “High”, “Medium”
and “Low” for each of these components

H

Impact ..

ssurance of
Preparedness

A

Ly ——H
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High

o

Eftective’ |

Medium

Nllustrative

R

Foreign Exchange Rate

Competition

Transfer Pricing

Debt Management

Contracts

Financial Accounting

Information Security

Cash Management/Liquidity

Regulatory Compliance

Quality

Measure for

Succession Planning

Reputation

Intellectual Property

z|z|-|x|<|-|z|o|~|=|c|o|=]>

Insurance Coverage

Low Medium High

Vulnerability

Dot size reflects Speed of Onset:  Low @  Medium OH\gh O
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Nllustrative

Performrisk quantification on key risks identified from risk prioritization

Risk Summary

Description of

Risk Name
Risk Owner :
Dimension Quantification
s | e | gony | | A
Impact e,
s s s o .

Likelihood |%

Velocity |(R/AIG

Mothod Key Assumptions .
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Risk Response Model

No Further Action

Three General Categories of Act
Response

Learn More

Response Variations by Quadrant:

Ao H
i irance

T e s

=

2 AT Covict adktionn asurance

activities now or otherwise add to audit d A

plan
PR p— M

necessaryideep dive H

L R cl

Cumulative
Impact
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Develop a dashboardfor ongoing risk monitoring

Key Risk Summary

Cptrmn [Syshms | Usaubonznd changes o | “Eroreo sogregabon of dbes
i ma 6. soptcann Bragrammer 403 <ot
1 o crodcion <] CH] pon
tcmant o [ RN —
oM 10w
2
- suws
Additional Comments [
Iesues. ignificant Risk Not Captured Ab »
wssim
18D

Progress Against Action Plan

Key Risk Action Plan Timing Ouner ::i;‘;; - Progress Against Plan
Unauinonzed changesta e |  Esibisn mogaing Contois 675302011 | Jonn Do Chiel Esubianedine foicwng
1 | oL smpication moved tothe +By 9302011 | Product Oicer + Enforce segregationof ties between
prodicksn snvanmart o

process
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7. Monitoring and reporting

Risk Name
‘ Advisor:

Owner:
‘ Risk Description

Key Risk Drivers:
Owner / Advisor . BRAT Trend
Assessment. Assessment:
+ Factor 1
« Factor 2
Key Response Activities/ Initiatives: b
+ Factor 4
+ Activity 1
+ Activity 2
+ Activity 3
« Activity 4 Key Metrics
« Metric 1
« Metric 2
* Metric 3
« Metric 4
« Metric 5
Owner / Advisor Assessment Key BRAT Trend Assessment Key
iskiLost i Changer
ay the Cour odityl Change Courss [ ] Change from Opportunity Opportunity =" Stable nangerom
®  suymec: Wity Change Course [ ] Change ron ncreasing Decreasing tastreport
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8. Integrate risks into strategic decisions

Build risk considerations into strategic planning process

« What are potential risks (both internally and externally driven) to the
success of this strategic initiative?
— How will each potential risk be monitored?

— What contingency plans and/or mitigation mechanisms are in place to manage
these potential risks?

« What new potential risks does this strategic initiative create?

— What are their potential impacts?

— How will the Company manage its vulnerability to those risks?
« What opportunities does this strategic initiative pursue?

— What are their potential impacts?

— How will the Company manage successful achievement of those objectives?
« Conduct scenario analysis focused on top priority risks
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ERM and Internal Audit

Internal Audit’s Role in ERM

Internal Audit's Role | Major ERM Activities.

Facilitating identification and evaluation of risks
Coaching management in responding to risks.
Should be performed with  Coordinating ERM activities
certain safeguards Consolidated reporting on risks.
Championing establishment of ERM
Developing risk management strategy for Board approval
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ERM and Internal Audit

Inputs to Internal Audit Plan

1 1 1 1

Risk Identification: ERM Results, Business Units, Process
Owners, Executive Leadership, External Audit, 10k Risk Factors

COSO Objectives: Strategic, Reporting, Operational and
Compliance Risks

Emerging Risks, External Factors

Fraud Activity

Internal Audit Plan Development

‘Current Contrel Enviranment
Pracess Complexity
Degree of Change
Historical Problems.
Last Audit Year / Audit Rating
Internal Audit Knowledge

| S S I |
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Case - risk self assessment manual

Client
A large Financial Services firm (Firm B)

Background

Firm B was seeking to develop a Risk Self-Assessment (RSA) Manual to be used
within the business units (BU) to enable specific and consistent methodology for
the assessment of risk.

Project Sponsor
Chief Risk Officer (CRO)
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Nllustrative

« Enhanced existing enterpriserisk map

« Developed a risk rating criteria to be appplied by BUs in assessing risks

« Leveraged existing Firm B and Deloitte tools, developed and documented
a process and supporting templates for the risk assessment, including:
+ Overall procedures and protocols
+ Facilitation (survey) questions to be used in the BU RSA process
+ Templates to support risk identification, assessment and reporting processes, e.g., risk
register, risklopportunity heat map, reporting & analysis dashboards, etc.

« Developed a change management plan toincrease the probability of
successful adoption of the RSA manual and lay the groundwork for
adoption of future ERM enhancements

Designed and assisted with pilot BU RSA workshop
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Risk Rating Criteria

Likelihood Rating Criteria

Setesen 205 an 505 nanc oo i e ne

fimpact Rating Criteria - Example eowm

Low | <20 chance o g vt e rest ey

[t s oy st vt e i o s e, e

g s swsn ssm v e Facres oy w oo s e . o g iy o ikt o
. e S e s s
S s scwsan s

caras
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Nllustrative

RSA Process

« Prionizs fisks using Risk Ratng |~
Crenia

+ Use Heat Map o identiy high
pricnty rsks

~ Quanification of
* 3yraamings impact $ o)
+ Sates imgactiS m) ==
+ Stattory Copita ingact (5 ) =
- Lieihose (3% chance per year) -
+ Qualtative assessmentol —
velocy - -
- Sugested actan plan
« Costel scton pisn

~ Intogration nto BU business pan
« Adsnonal summanias forBU
e

+ Agatogasan by sk category

« Conetaton acpstments. T

+ Development of enterprise action
plans

The results from ihe amnwal process wil aiso be utized in the October and March BU reviews, supplemerted by
+ Upaates on the acton llems for each Righ-prorty risk
+ Descripton of any significant rsk events Gurag T Uimester
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Case two —risk self assessment manual

Risk Quantification

0!

RSA Reporting & Analysis Dashboard

0 ame:
Assassman Onte: Key Risk Summary
i
.
-
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Lessons learned

Leading practices

35

Risk management should be integrated into corporate culture, starting at the
Board level and with the governance capability.

Ensure the ERM fundamentals, i.e., the framework, methodology, and tools are
established before developing more advanced risk management practices
Buy in from CEO and executive team is imperative to the program’s success
Elevated CRO visibility and responsibility: direct reporting to the board and/or
CEQ, and increasing frequency of CRO executive sessions with the board
The integration of ERM with other management practices (performance
management, process management, compliance management, quality
management, etc.)

Leaders actively shape their risk culture into something purposeful that is
aligned with business strategy — and where each employee takes personal
responsibility for managing risk in their work every day understands how to
make the right risk-based decisions

Integration of risk discussions and ERM monitoring into everyday business is
essential — not a documentation exercise

Build common language and common metrics
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Potential challenges

ERM training is still limited to risk specialists and people directly involved in the
Risk Management activities

Just in this past decade, many companies’ failures were the result of bad
decisions on the part of a handful of people — in these cases, the human factor
is the root cause

In the midst of the recent economic challenges, many companies with well-
established ERM functions, processes, and controls still failed

Missing the cultural and organizational components that may help guard against
ineffective or just plain poor decision-making on the part of individuals

ERM processes are implemented but organizations may still face challenges
with respect to effective monitoring and reporting

« Lack of awareness is a common barrier to effectiveness
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Current trends

There is increasing link between risk and performance management
More emphasis has been put on risk related to strategy and its execution
The focus is shifting from the unrewarded risks to the rewarded risks
The role of HR in managing risk is expanding

Social media risk rivals financial risk as an area of concern

Continuous risk monitoring is rare today, but on the rise

The Changing Role of Internal Auditors is not just focused on risk mitigation but
also value creation

Data integrity and data analysis become increasingly important as systems are
integrated and reporting needs increase

Boards have been increasingly proactive in risk management and this will likely
continue

« The CRO is increasingly a more senior executive position
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