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Antitrust Notice

The Casualty Actuarial Society is committed to adhering strictly to the letier and spirit of the anttrust laws. Seminars conducted under the
auspices of the CAS are designed solely to provide a forum for the expression of various points of view on topics described in the programs or
agendas for such meetings

Under no circumstances shall CAS seminars be used as a means for competing companies or firms to reach any understanding - expressed
or implied — that restricts competition or in any way impairs the ability of members to exercise independent business judgment regarding
matters affecting competition.

It is the responsibility of all seminar participants to be aware of antitrust regulations, to prevent any written or verbal discussions that appear to
violate these laws, and to adhere in every respect to the CAS antitrust compliance policy.
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Introduction of Cyber
Insurance Product
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Different Cyber Exposures Affecting Insurance Companies

Cyber Exposure

@ Affirmative Coverage

® “Silent” Coverage

® Excluded Coverage

Fast Evolving Market Key Growth Inhibitor Cyber Exclusions
Difficult to exclude all possible

+ Demand 1 of cyber brokers and ’
exposures from all possible

* Rate 1 insurers believed the cyber events
+ Capacity industry needs to
pact | 7% urgently address

+ Accumulation Concerns 111 ‘silent cyber' in a

deeper, more
meaningful way
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Understanding the Impact
and Consequence of a Cyber Event

Data Confidentiality - Data
Malicious attacks or accidental events to your digital system (including IT and OT*), Confidentiality - for which
data (in house or outsourced),or technology

Cyber Event

Cotomiaty oy o

Technology Devices, Networks, and
Systems — which may di

Leading to Losses/Claims
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Cyber Risk Scenarios To Consider

The Potential Impact of Cyber Exclusions to Traditional Policies
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Evolution of Cyber
Insurance Market

View of Cyber Risk has Adjusted with the Evolution
of the Threat Landscape

Cyber Incident Rates and Headline Events Propel Cyber Insurance Industry Forward
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Cyber Modeling Is Evolving with the Growing Cyber Market

Rapidly Rising Cyber Incidents and Premium Volume Accelerate Cyber Analytics Transformation

“ ncidents

yber Incident Count (Thousands)

Giobal Cyber Premium (Billons)
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Individual Risk
Assessment

Cyber Analytics Data For Assessing Risk

&) (& &

Firmographics Data Historical Technographics Scoring
Incident Data

* DNB + Compilation Event Sets « Inside-out assessments * BitSight
+ Insurance Claims * Outside-in scans + SecurityScorecard
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Firmographics

Revenue

« Company risk highly correlated with revenue and industry

- Sourcing firmographic information
Employee Count ~ Individual risks

« Simple to obtain directly from company
Industry - Portfolio level
« Difficult to ensure quality data

« Revenue and employee count data often modeled
Geographic Location(s)
« Complex hierarchies could give misleading results

~ Different business units might need to be modeled separately
Company Hierarchy
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Historical Incident Data
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Compilation Event Data Sets
+ Compiled from public sources, web scraping,  Disadvantages
FOI requests — Biased towards larger, US companies

~Time lag between reporting an event and being added
—~Broader, more events to database

+ Advantages

Insurance Claims

+ Advantages + Disadvantages
~More detailed, complete ~ Limited to companies in your portfolio
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Technographics

C—) Inside-out Data

« Carier applications and self-assessments
— Companies incentivized to be honest
— Companies might not fully know respond
to the questionnaire
« Software or hardware devices installed
company networks

)  outside-in Data

« Network of sensors that unobtrusively
collect data

+ Advantages
~Does not require company input
« Disadvantages

Outside-in
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~ Difficult to scale foot printing process
while ensuring highly accurate footprints




Scoring and Threat Intelligence

a into risk assessments

areas to improve their
ity defenses

nsight into the risk

incident data or self-assessment questions
Score caveats

~ Ensure the footprint is accurate High Risk Low Risk
y on the
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Assessing Cyber Risk

Loss Modeling for Individual Risks

Exceedance Probability (EP) Curve - Aggregate ‘
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Assessing Cyber Risk

Correlating Claims With Cyber Self-Assessment Responses

1 The organization installs and regularly updates anti-malware solutions
on endpoints, servers, and mobile devices

2 The organization configures firewalls to prevent unauthorized access

E 3 Ourformal firewall policy is to deny-all by default, permit-by-exception

4 Wereview system acoounts at least annually and disable any account
that cannot be associated with a valid business process and owner

5 The organization enforces detailed auditlogging of access or changes
to sensitive data
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Key Takeaways

Company fir ics il ine risk
ﬁ? Risk can be altered depending an organization’s cyber security defenses
Q ? + Use technographics and scoring data to gain insight

Using multiple types of data from multiple sources can correct for the
biases in each
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Quantifying Cyber
Portfolio Risk

Global Cyber Industry Performance

GC Client Peer Group - Projected Ultimate Loss Ratio
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+ GC tracks peer-group cyber performance based on a diverse mix of ~40 cyber client portfolios
+ Results vary by year of business, imits, and
+ ULR post-2018 represents the new normal in the indusiry with many factors at play: ate, loss emergence, trend
- by year is citcal weigh recent years' heavily than pre-2019
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Rate Environment Signaling Stabilization
Global Cyber Market Update — Q2 2022

US Cyber Clients — All Industries UK Cyber Clients — All Industries
Marsh US Cyber Composite Pricing Change Cyber Price Change - Al Industries

Rate Environment Observations.
+ Rae increasi e expected to be heavier in Q1/Q2 than in Q3
tothe accelerated rate curve in Q3 202
Pricing increases continue to show signs of stabilization in 02
rom the Q4 21 high of 1 for the same quarter's year prior i

Beyond Rate Considerations
= + Alongside rate increases, frequenc; fy of losses have resultedin @
reduction of capacity al large in the primary marke

ollecting the i and integrating risk in rwiting

— Similarly for the UK, rates have slowed o 68% i
+ Insurers executing on re-evaluation rating models and adequate pricing on new
+ Fluctuations n rate may reemerge has the threat landscape eve
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Deriving Cyber Loss Development Pattern Actuarially

Loss Development Pattern (% to Ultimate)

——Ransomware Claims  ——Al Other Glaims
100%
0%
0%
o
2%
o
2 2 » 45 60 » o %
Age (in montrs)
+ As more cyber claims data becomes available, actuarial techniques can be used to derive credible and stable
loss development pattern:
+ Empirical data indicates ransomware claims develop faster than all other cyber claims, and cyber has shorter
development than traditional long-tail PL lines
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Estimating Cyber Loss Trend Using Actuarial Methods

« Study based on proprietary GC data of ~40 global portfolios ranging from mid-size regional carriers to large
global carriers

« Modeling frequency and severity trends separately were considered, but yielded no discemible trends given the
volatility observed in the data

« Future enhancements to trend study
— Continue to monitor frequency and severity trends separately
—As data becomes more credible, consideration to model trends separately by coverage (1% party vs 31 party)

and claim type (Ransomware vs other claims)

On-Level Ultimate Loss Ratio
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Trend Impact on Ultimate Loss Ratios

Stress Testing Based on Multiple Trend Views
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+ View on trend is a critical topic for 2022 as carriers adopt an increasingly wide range of trend factors
+ Data-driven trend study becomes increasingly important for cariers to arrive at  best estimate expected loss ratio
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Key Takeaways

Traditional actuarial techniques can be applied to cyber claims
data, given the increase volume of credible information to-date

However, the potential of cyber cat losses cannot be contemplated based
on actual cyber loss experience

« Cyber cat events are few and far between in the past
2 ? « Most of them did not result in significant insured loss

« Potential understatement of silent cyber loss, due to carriers’ inability to link non-cyber claims with
cyber trigger
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Cyber Catastrophe
Considerations




Cyber Events by Scope of Impact
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Systemic Cyber Cat’s Aggregation Point Concept

CyberCube

Single-point-of-failure (SPoF) as possible cyber targets Accumulation paths represent risks common to multiple

associated with each scenario in the model companies based on the usage of shared technologies

+ CyberCube collects raw data feeds from multiple third-party + Technological information of companies collected through
vendors to build their technology mapping database Cyence's data listening engine

« SPoF Intelligence feature different reflects types of revenue + The following event types are modeled, each consisting of unique
reliance e.g., Saas, Paas, laas accumulation paths representing a specific technology:

« Additional capability to create a custom view into non- — Service provider outage

modeled SPOF risk —Software zero-day vulnerability

—Payment processor outage
~Ransomware
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Creating a Holistic View of Cyber Risk

Aggregate Exceedance Probability Curve

——Tolal Cyber Loss = Atitional Loss.

Modsled Loss

Cat losses arising from cyber events affecting multiple insureds, forecasted by
cyber cat models or deterministc scenarios, significant volatilty at tail

nal loss - single insured losses, derived from actuarial techniques, less tail
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