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Cyber Incidents and Causes of Loss Contfinue to Evolve

Amazon’s massive AWS outage was caused by human
error

Ehe New York Times

- | ﬁ_EsT

| Marriott Says Hack Smaller Than First Thought @\Q
| Estimated 383 Million Guests Affected 7., e

Facebook Security Breach Exposes Accounts
of 50 Million Users
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Cyber Insurance Market Is Growing Fast and
Customer Base Is Evolving

Commercial cyber market projection: Standalone, package, and total

7.00

Direct Written Premium: Direct Written Premium: Dirgct Written Premium:
Standalone Policies Package Policies

U.S. Market Total

W06 [l 2020
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Cyber Insurance Market Is Becoming More Competitive

Competition

Source: AON, 2018 US Cyber Insurance
Profits and Performance

Q The majority of our new-to-market
buyers of standalone cyber insurance

are (including those switching from

endorsements):
Don't know
Large
companies Mid-size
(revenues companies
1B+) (revenues
7% 50M - 1B)

45%

Small
companies
(revenues
less than
50M)

44%

Source: Advisen and Partner Re, 2018
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GDPR Fines Are Being Issued

THEVERGE ERINNNENT

PIOET§ R "

Google fined €50 million for GDPR violation in
France

The CNIL said Google's data consent policies aren't easily accessible or transparent

f v
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iapp News Comnect Train  Centify Resources  Coaferences  Join

Oliver Schmidt

On Nov. 21, the State Commissioner for Data Protection and Freedom of
Information Baden-Wuerttemberg (LfDI) imposed the first fine under the
GDPR in Germany. The fine was imposed on a social media company for a
violation of its data security obligations. This is not the first GDPR-related

AN 232919 @11 AMEST L)
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iapp News  Connect  Train  Certify  Resources  Conferences

==y

es first GDPR fine

Daily Dashboard

The Freshfields Bruckhaus Deringer law firm blog picked up an Austrian
paper's story on the first EU General Data Protection Regulation fine issued
by Austria's data protection authority, against a retail establishment with a
surveillance camera capturing too much of the sidewalk. The Austrian DPA

iapp News Comncet Trin Cerfy esources Conferences

ainst hospital for thPeée violatio
=@

ﬁ Dr. Ana Menezes Monteiro, CIPP/E, CIPM, CIPT, FIP

EXCELIN DAY
MANAGH
Astop-by-step gui
stoy in contreling|

Centro Hospitalar Barreiro Montijo has been fined 400,000 euros for
violating the General Data Protection Regulation.
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Cyber Risk Modeling Requires Three Key Pillars

Probabilistic and Cyber Exposure
Deterministic Database

Transparency

and Flexibility
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Bias in Reported Data Requires Adjustment Using Claims

Security Breach Frequency Varies by
Company Size
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Bias in Reported Data Requires Adjustment Using Claims

Security Breach Frequency Varies by
Company Size
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Machine Learning Identifies Drivers of Data Compromise
o

&

[e ]

4

Exploited Patching

O

. . Botnet Spam
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GDPR Fines Expected When Data Compromise Occurs

EU Citizen
Data
Footprint

Revenue Probability
Assumptions

3

Expected
GDPR
Fine

)

7 “
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Robust Risk Management Includes Several Approaches

Market Share Approach

o...: .o.
... .. .
°0o® ‘%0
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X
o

Cloud Vendor X has 25% Market Share

©2019 AIR Worldwide

Detailed Accumulation Approach

Cloud Vendor X is used by these 33% of
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Downtime (Hours)
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Not All Cloud Providers Are Equally at Risk

EP Curve: Single Region Incident EP Curve: Global Incident
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©2019 AIR Worldwide CONFIDENTIAL 14 {;:..:f-




(Re)Insurers and Brokers Leverage Cyber Risk
Modeling Across a Number of Use Cases

y

Portfolio

AN I

-

Underwriting

Risk Transfer

—
s—

and Pricing Management
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Business Interruption Losses by Cloud Provider
Reveal Insights About a Portfolio

AAL by Provider Cloud B

2%

Cloud C
3%
Cloud D

©2019 AIR Worldwide

250-Year TVaR by Provider

Cloud A
[ 31%

Other
4%

5% 8%
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Cyber Risk Policies Have Been Mispriced
Comparison of Insurance Pricing vs Model Estimates

Premiums (USD)
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=== Premiums = 2x Modeled AAL
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Modeled Security Breach Average Loss (USD)

=== Premiums = Modeled AAL
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Risk Transfer Based on Outage Duration

Aggregate EP Curves

AAL 10 50 100 250

Return Period (Years)

USD Millions

B Gross Loss mNet of 24 Hour mNet of 12 Hour
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What Is Silent Cybere

General
Situations where potential
cyber exposures are neither
explicitly included or excluded
by an insurance policy

Cyber claims can be made
across various LOBs

o

% Directors & aficers Dlrm&

vy

et e (1

Source: OECD =
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A Year Ago, There Were 3 Categories of Cyber Risk

Standalone Packaged/Endorsement Silent Cyber
Affirmative Cyber
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Today, Some Would Argue There Are 4l

Standalone Packaged/Endorsement _ Silent Cyber

I I
Affirmative Cyber
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What Types of Modeling are Being Done for Silent Cyber?

1

Offshore Energy Office Buildings
00
‘ ‘ L
Avuto D&O NotPetya-like Events
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Cyber Modeling Enables Business Growth

T0
o%_@_—go
olo

Diversify your portfolio with more confidence

r 4
/7

Optimize your cyber underwriting

o Stay ahead of the evolving cyber risk landscape
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Keep in Touch and Subscribe to the AIR Blog!

ZAR

_In Focus
e
Scott Stransky
sstransky @AIR-WORLDWIDE.COM
@Scott_Stransky (Twitter)

AIR Worldwide In Focus blog
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mailto:sstransky@AIR-WORLDWIDE.COM
http://www.air-worldwide.com/Blog/74350/
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