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• Cyber Insurance Industry Challenges

• Probabilistic Cyber Modeling

• Silent Cyber

• Q&A



3
3©2019 AIR Worldwide CONFIDENTIAL

Cyber Insurance Industry 

Challenges



4
4©2019 AIR Worldwide CONFIDENTIAL

Cyber Incidents and Causes of Loss Continue to Evolve 
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Cyber Insurance Market Is Growing Fast and 

Customer Base Is Evolving 

Source: Advisen and Partner Re, 2018
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GDPR Fines Are Being Issued
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Probabilistic Cyber 

Modeling 
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Cyber Risk Modeling Requires Three Key Pillars

Probabilistic and 

Deterministic

Transparency 

and Flexibility
Cyber Exposure 

Database
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Bias in Reported Data Requires Adjustment Using Claims
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Bias in Reported Data Requires Adjustment Using Claims
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Machine Learning Identifies Drivers of Data Compromise 

Spam 

Propagation
File Sharing

Exploited 

Applications
Patching 

Cadence

Botnet 

Infections

Industry Revenue
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GDPR Fines Expected When Data Compromise Occurs
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Robust Risk Management Includes Several Approaches

Cloud Vendor X has 25% Market Share Cloud Vendor X is used by these specific 33% of 
companies 
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Not All Cloud Providers Are Equally at Risk
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(Re)Insurers and Brokers Leverage Cyber Risk 

Modeling Across a Number of Use Cases

Underwriting 
and Pricing

Portfolio 
Management

Risk Transfer 
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Cloud A

31%

Cloud B

14%
Cloud C

8%

Cloud D

5%

Other
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250-Year TVaR by Provider

Business Interruption Losses by Cloud Provider 

Reveal Insights About a Portfolio
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Cyber Risk Policies Have Been Mispriced 
Comparison of Insurance Pricing vs Model Estimates 

Premiums = 2x Modeled AAL

Premiums = Modeled AAL

Modeled Security Breach Average Loss (USD)
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Risk Transfer Based on Outage Duration
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Silent Cyber Overview
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Silent Cyber: The Fate of the Furious

The Fate of the Furious (2017)
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What Is Silent Cyber?

Situations where potential 
cyber exposures are neither 
explicitly included or excluded 
by an insurance policy

Cyber claims can be made 
across various LOBs

Source: OECD
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A Year Ago, There Were 3 Categories of Cyber Risk

Standalone Packaged/Endorsement Silent Cyber

Affirmative Cyber
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Today, Some Would Argue There Are 4!

Standalone Packaged/Endorsement Non-Cyber Policy? Silent Cyber

Affirmative Cyber
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Auto

Offshore Energy Office Buildings

D&O NotPetya-like Events

What Types of Modeling are Being Done for Silent Cyber?
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Diversify your portfolio with more confidence

Optimize your cyber underwriting 

Stay ahead of the evolving cyber risk landscape

Cyber Modeling Enables Business Growth
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Keep in Touch and Subscribe to the AIR Blog!

Scott Stransky  

sstransky@AIR-WORLDWIDE.COM

@Scott_Stransky (Twitter) 

AIR Worldwide In Focus blog

mailto:sstransky@AIR-WORLDWIDE.COM
http://www.air-worldwide.com/Blog/74350/
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Questions?


