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Presenter: Nick Lasenko

Senior Manager, Security & Privacy, Protiviti— Canada p
Nick Lasenko is a Senior Manager in the Security & Privacy practice and has
over 11 years of experience managing and leading projects in the areas of IT
Security, Data Privacy, Risk Management and Audit. Nick’s clients have been
from a range of industries with a focus on Fortune 500 financial services
industry in the US and Canada.

Prior to joining Protiviti Nick was a member of the Assurance practice with
KPMG LLP as well as an analyst with the BMO Financial group.

Nick’s prior speaking engagements included sessions on data privacy,
cybersecurity and analytics. Nick also held a role as an assistant lecturer at the
Schulich Executive Education Centre (SEEC) from 2010 to 2014 for Master
Certificate Courses on the topic of Risk Management.
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DISCLAIMER

The views, thoughts, and opinions expressed in this presentation are solely the
speakers' own and do not express the views or opinions of their employer
(Protiviti), affliated organizations, committees or other groups or individuals.

Examples and scenarios discussed within this presentation are for illustration
and educational purposes only.

Any action you take upon the information on this presentation is strictly at your
own risk.

The authors are not responsible for your use of the information contained in
this presentation, misuse, reuse, recycled and cited and/or uncited copies of
content within this presentation.
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WHAT IS RISK?

The possibility of losing something of value
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KEY DEFINITIONS

To establish a common nomenclature to facilitate discussions on Risk Appetite

Risk Appetite

The aggregate level and types of
risk an organization is willing to
assume within its Risk Capacity to
achieve its strategic objectives and
business plan.

organization is willing to
accept, or to avoid, in order to
achieve its business
objectives. It includes.
qualitative statements as well
as quantitative measures
expressed relative to relevant
measures as appropriate.

Risk Tolerance is a breakdown of the

cesses, controls, and systems
through which Risk Appetite is
established, communicated, and

Risk tite Statement monitored. It outlines roles and

anES responsibilities of those

The articulation in written form T e T T

of the aggregate level and and monitoring of the Risk

types of risk that an o e e

Risk Appetite Framework

Risk Appeite Framework is an
approach that includes policies,

Risk Capacity
The maximum level of risk the
\ institution can assume given its
,b current level of resources before
breaching constraints determined
by regulatory, liquidity and
operational environment needs.

organization's Risk Appetite enabling

personnel to consider Risk while performing their activities.
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RISK MANAGEMENT EXPLAINED

IT'S THEIR
RESPONSIBILITY
FIRST
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THE PERCEPTION OF RISK

Perception is reality

Components of Risk

any specific focus on X% culture, ethics,
rea and/or culture integrity
will increase the risk
and therefore the
liability of senior
loadership.
A~ X% corporate
]]]I[ governance, tone from
= the top
4% 3%
72%
70%
70%
(5 ) @ X% conflcts of interest
66% a8
64%
2016 2017 2018
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STRATEGIC VS TACTICAL

Leadership & Governance Strategy Execution

STRATEGY RISK APPETITE

RISK APPETITE RISK TOLERANCE
Strategic @ Tactical
Focused on driving strategic decision & Linked to metrics, measures
rightsizing risk profiles and monitoring
T3 e i o S ot et o,y e w4 oo o b e s orotiviti
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RISK APPETITE AND RISK TOLERANCE

Risk appetite, by its nature, is a forward-looking view of
the enterprise's acceptable risk profile

Risk tolerances, on the other hand, are specified

boundaries or parameters within the overall risk appelite o

that the organization chooses to pursue, providinga 3
sharper definition of the extent of risks the organization is '
willing to take. 3 Q

=

How much Risk the organization is willing to take?

An organization’s Risk Appetite reflects how closely its leadership desires to
operate the business relative to the organization’s total capacity to accept Risk.

The way an organization tackles this task will depend on many

Risk Tolerance = Acceptable Level iables, key among them the size and complexity of the
Risk Appetite = Strategic Across organizations of all tratifying risk ownership can
build awareness and influ ntives at various levels to
. . achieve the goal of driving organizational behavior through a
Risk Tolerance = Tactical broad implementation of risk appetite.

14
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RISK VS REWARD

Negative Break

Risk Reward L Even
HIGH
Risk

LOW

a2

Risk
Break \ 4 Positive
Even LOW HIGH Risk Reward
Reward Reward
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PUTTING IT ALL TOGETHER

Risk Universe  KRI Risk Levels KPI

Risk Capacity
Risk Tolerance

Risk appetite NN B 5
-

Risk Talerance
Risk Cap:
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RISK APPETITE STRATEGY

Risk Appetite is a widely accepted concept, however one that remains difficult to apply in practice. Its really all
about defining, implementing and utilizing Risk Appetite

The generally recognized challenge regarding Risk Appetite
is how to implement an effective, enterprise-wide Risk
Appetite Framework which translates to Senior Leadership,
high-level risk objectives into clear, understandable
guidelines and metrics for business units and operations
personnel.

The stakeholders, shareholders, investors, regulators,
and general public have been raising expectations
for risk management and corporate governance. Risk

Stakeholders believe driving Risk Culture
throughout an organization (resulting in a
shared understanding and compliance with

Appetite is one of the key components and an enabler the risk appetite), is equally as important as

of effective governance and risk management having written Risk Appetite Statements.
Especially in large organizations, where
consistency in understanding and realizing
Risk Appetites throughout business lines is

critical
1T o ko it SR S i e, A o FS0a s o Y o el e S, protiviti
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RISK INDICATORS

B Economic &
p¥ Environmental Factors

Governance & Business

Inherent Risks
Processes

Levels of consumer indebtadness in
target market

+ Extent to which customer interests are
reflected in strategy and objectives
+ Extent of aignment between customer
interesis and
remuneration/incentves/performance
ment of s
+ Levels of stffraining on conduct of

* Vuinerabilty of customer base

+ Complexiy of products, inclucing degree
for Extent of customer exposure fo market

+ Type of distribution model
Extent of involvement in high-isk
+ Use of big data markatwide practices

Quallty of ntial and ongoing disclosure + Qualty of controls in outsourcing
nis

+ Product designisslection processes
+Use of bundied or add-on products

Material Strategic Liabilities, Loss

Hazards,

Misstatements Misalignments
Exposure
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RISK APPETITE METRICS

Measuring Risk Appetite

The establishment of Risk Appetite metrics generally coincides with strategic planning. The
metrics are refined based on a dynamic risk environment. Many organizations apply a top-down
and bottom-up approach to metrics, as represented in the pyramid below.

« Enterprise measures reported directly to
Board pf Directors/Senior Leadership
Directly tied to Risk Appelite Statement
Designed to measure risk across the entire
organization

Risk
Appetite
[

+ Supplemental or additional metrics
Factor nto risk-based decisions made
at the enterprise level

Measured across alllines of business

Allanchored
back to Risk
Appetite

Enterprise KRIs

+ Developed to support from
Enterprise Risk Management

+ Specific to each Business Unit

+ Provide leaders with measures to
manage risk in addition to risk
appetite metrics

Business Unit KRIs

19 o ok m o Wt ST S i e, A o 0o 4 Y o Yl e S, orotiviti

19

RISK APPETITEPROCESS

The assessment uf Risk Profile agamst Risk Appetite is an ongoing and iterative process
facilitated by adoption of an organization will be

influenced by many factors that drive Risk Culture.

Current Risk-Taking
Behavior

Business
Strategy

Internal Belief
Systems

Continuous.
Communication

Behavior
External Level of
Expectations or Uncertainty
Requirements
SEE R orotiviti
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STRONG RISK APPETITE STATEMENT
Key Characteristics

background information and
the organizationo view the s thatinformed the strategicand
desired isk profile undera variety of ess plansat the time they wer

Forward-

Looking Has strong linkages with the-

andlong-term. ouamzahunal stvalﬂgy‘
caplital and financial plar
matics arealgnodto o inoantie

Is Supportedby appropriate
conirols and siress tests. Supported

with organizational goals.

Cleayestablshes e ypo and
‘amountof rsk the organization

Ll it
w—n-q: objectives an s

Includes measurable, frequency
based, understandabl

comparableri s that can be

P risk \lmllﬁ:}pph(ah\l to

'lmup\cva\ e i

Material
Risk-Focused

Expresses the maximun level of risk (material

and overall) the organization s willng to
operate within under normal and stressed
condiions.

Includes qualitative statements that articulate
the motivations for taking on or avoiding certain
and includesa reasoratle
o Selected risk metrics.
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RISK-BASED DECISIONS

There are so many!

'? £ :

Significant

Very Likely Med Hi
Likely Medium Med Hi
Possible Medium Med Hi Med Hi

Unlikely v Med | Medium Med Hi

Very Unlikely Medium Medium
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UNDERSTANDING RESIDUAL RISK

There will always be some residual risk

There are three fundamental responses to risk:

Avoid Reduce Share
Eliminate the risk by Implement policies Shift the risk to a
preventing exposure and procedures to financially capable,
to future possible lower the risk to an independent
events from acceptable level. counterparty.
occurring.
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A CONCEPTUAL RISK APPETITE FRAMEWORK

Parameters / Metrics (examples) Possible levels to be defined

Strategic parameters Rk Appetae: Fromework

- Markels (alowed or not) © ik Copachy,
~ Gustomers (alowed or not)
- New products (allowedor not © i
- Levels of concentrationof markets, products,
customers °
- M8Anitatives
+ Strategic parameters © ik Profe,
eps
- EBMEBIDA ) )
- FoF 1. Risk Capacity 3. Risk Target
- DebtRating Maximum levelof sk that  Optimal level of exposure
. Operating parameters a companyis ableto toriskwhichtrve to
absorb without achiove the best balance
~ Levels of customers & customer satisfaction Compromisngbusiness ot
- Saturationof the production ines. continuity expected retums
- Tarifs and taif targets ) ]
2. Risk Tolerance 4. Risk Profile
- Continuityof service
- Compliance parameters Maxmum lovel of sk that  Assessmentand
n e acompanyis preparedto  measurement,ata given
~ Requirements of health, safety and environment tolerate (i.e., not exceed) in time, of the exposure of the
~ Other relevant t compliance requirements the pursuitofts objectives  issuerto business isks
20 ke oo o Fr Saronts ol heeton srbces K4 v Ve e o sy o 01 e v protiviti
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IMPLEMENTING RISK APPETITE FRAMEWORKS

Several Key Steps:

Report Relevant Risk Appetite Information

Successful anticipation and Customer Risk Management driving
response to a rapidly Satisfaction consistent customer
changing environment. experiences.

Efficient process,
optimized technology and
riskagility.

Convergingbusiness
and risk processes.

25 SRR S R e e e orotiviti
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CURRENT VS. FUTURE STATE

R, + Risks are identified and assessed using clear
Risk Appeite Statement and Risk Tolerances.

+ Risk Appetite unknown and undefined .+ Risks are effectively managed

\ . %;Wn‘ Aka?a\uwr.l;) @ &
-0 00
'@ \ge 00 —

Where are you today? Where do you needto be?

Uncertainty Today Tomorrow Clarity

knowledge of risks exists but clear mechanisms not in after the Risk Appeite Framework is developed and
place to help prioritize and mitigate implemented

26t mon o el SRS ¢ A SN SR, A8 oS YRS PR B ok o protiviti
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STRATEGY EXPLAINED

“The way forward is clear.”
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RISK INFORMED STRATEGY

Risk Management

A\ A collaborative three-year srategi plan that addresses material risks and allows for continuous calibration to the evolving risk
T\ appetite of the organization. The strategic plan is focused on growth and innovation, encourages a customer-centric view and

establishes a desire to provide industry-leading customer service.

Key Elements

* In consistent alignment with the Risk Appetite of the organization, addressing each risk as it emerges.

+ Stakeholders are engaged throughout the strategic planning process.

+ Ongoing monitoring of the strategic plan.

+ Utiized by the entire organization, departmental and functional plans are aligned to the strategic plan and the plan is

consistently measured against the risk appetit.

Development Cycle

+ Strategic Plan Development
o Developed by the business with collaboration,

Includes an assessment of all rsks faced by

discussion and oversight from the control partners. organization for the past three years.
o Contains the overall vision statement and strategic o Focuses on maximizing customer satisfaction,
objectives defining the organization's Risk Appelite. profitability, growth and innovation.

+ The Board of Directors/Senior Leadership must challenge, evaluate, and approve the written pian.

Evaluation Cycle

) Pertorm an anual assessment to deteming progress made on statgi pan
A

o Create performance and risk measures. © Compare metric performance to strategic plan.
© Collect, analyze and report performance and risk o Tothe extent that goals have changed, update the
measure metrics. strategic plan accordingly.

28 G camons o el SRS o A shkon S, A oS SR PR ok e orotiviti
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STRATEGIC PLAN DEVELOPMENT

ipate in Strategic Plan Assess and Evaluate
Development

Strategic Plan Development

Engage the right control partners Development Cyclo

* Identify control partners and resources to assist
with sirategic plan development (e.g. Risk,
Align with company mission/vision, strategy, and Internal Audit, Legal, Compliance, BOD, etc.)
risk appetite. Understand organizational conditions and
iniiatives within all business units
Determine key metics to be used for ongoing
Focus on improving customer satisfaction, plan governance
profitability, growth, and innovation

Research trends within the internal and external
environments (e.g. External: compefitor
activities; Internal: financial performance)
Involve BU's to challenge, evaluate, and approve. Utiize BU's to set strong “tone at the top”
written plan through engagement in the strategic planning
process and approval of final 3-year plan

29 S e ot Gy ey DSVt P =t o gt sk s e rotiviti
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STRATEGIC PLAN DEVELOPMENT

Participate in Strategic Plan Assess and Evaluate

Development

Annual
Assessment

Detailed How

Collect, analyze, and report performance and risk
metrics

Create strategic plan refresh program that
establishes refresn frequency, responsibiles,
assessment and reporting guidance

Perform and report off-cycle assessments of
company risk profile

Distribute enterprise-vide governance
guidelines and templates to all control partners
o ensure assessments are conducted formally
and consistently across business lines (e.
Annually assess progress of strategic plan Partner-specific roles & responsibilties, charler,
e refresh user guides, elc.)

Present progress assessment and updated
strategic plan to Board for approval after each

Update three-year risk profle/strategic plan as annual assessment
needed
30 G et ety ey Ty . ottt s e 4 e ey
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STRATEGIC PLAN DEVELOPMENT

Participate in Strategic Plan Assess and Evaluate

Development

Alignment to
Risk Appetite

Align ongoing risk appetite planning with strategic
planning + Delegate ownership responsibiliies throughout
the enterprise

Clearly define forums and committees for
Assess changes to internal and external control partners o report evolving risks and
e G changing conditions that could have an impact
on fisk appetite and/or strategic plan alignment
(e.9. Management-level, Committee-level,
Board-level reports)
Periodically provide credible challenge to
performance and risk metrics in the strategic
plan to ensure metrics are still applicable to risk.
in the current state,

Maximize teams' abilities to deliver and respond
quickly to emerging events

Utiize partners for credible challenges + Through defined forums and committees
ideniify areas where new mefrics should be
implemented
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ORGANIZATIONAL ALIGNMENT

: Aligned Organization - Benefit: Operational Excellence — Benefit: Customer Satisfaction —
Ariskinformed strategic plan sets a Opportunities are assessed through Successful anticipation and

strong tone at the top. It conveys the alignment to the strategic plan and response (o a rapidly changing
message that risk management is. Risk Appetite competitive environment.

paramount to insitutional success.

Participate in Strategic Plan Assess and Evaluate

+ Ensure plan has been developed in

continual calibration to the evolving risk
appeite and profile of the organization.

- Perform off-cycle risk assessment to
determine whether the strategic plan
adequately addresses all current isks.

Strategic

Plan - Conduct an annual assessmer
determine progress made on slraleqvc
plan and if goals have changed update
accordingly.

+ Align strategic planning and risk

appetite planning processes to ensure all
risks are addressed in the strategic plan.
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RISK GOVERNANCE EXPLAINED

RlSK GDIERNANCE DASHEOARD

N'MBEK osmsks
Mtf;m«,a
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COMMON

PITFALLS

The breadth of a Risk

pose a number of challen:

ppel , combined with
ges, often seen when driving the risk appetite
ing a Risk Appetite i

s
H

‘which may lead

not recognized by the business lines, impracticable to implement or cumbersome to maintain.

Too centralized

approach where

Not involving the
key strategic

personnel in the

risk appetite . e,
process without a bottom-

developed by the.
head-of

Risks identified on a methodology for
t00 granular / too setting appetites,
specific leve
instead of being thresholds
driven by material
k categories. appropriately

size and complexity of modern organizations, can
throughout the organization. The most common pitfalls
i al, far away from the business re:

Data integrity

issues preventing
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Contact Information

« Diana Candela
« Nick Lasenko

diana.candela@protiviti.com

nick.lasenko@protiviti.com
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